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Always-on defense,
operated locally.

End-to-end cybersecurity built on a 24/7 Saudi Security Operations

Center, world-leading technology partners, and deep regulatory
expertise - protecting the Kingdom's enterprises across the full

security lifecycle.

NCA-listed cybersecurity vendor - 1SO 27001 certified 24 [ 7/ 365 operations



B SECURITY AT SAHARA NET

Protecting what powers your business

Sahara Net delivers cybersecurity as a complete,
managed discipline - not a product. We bundle the
world's leading security technologies with our own
247 Security Operations Center and consulting
expertise, giving Saudi enterprises a single,
accountable partner across protection, detection,
response, and compliance.

We safeguard your infrastructure up to Layer 7,
eliminate the human-factor risk that breaches most
organizations, and keep your operations aligned with
NCA, SAMA and Aramco requirements - all from data
centers and a SOC inside the Kingdom.
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24/7/365

Local SOC monitoring

in Dammam, with DR in
Riyadh

35+

Years securing Saudi
enterprises

the Kingdom's pioneering
ICT provider

6

Security ISO & PCI
certifications

ISO 27001 - 27017 - 27018 -
9001 - CSA STAR L2 - PCI DSS

Layer 7

Protection depth

network, application,
identity & data
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l OUR PRACTICE

Four ways we secure you

A single partner across the entire security lifecycle - from proactive defense to incident response,

compliance, and hands-on engineering.

0

Managed Security
Services

Our SOC monitors,

detects, and responds
24/7 — managed SIEM,

MDR/EDR, threat
intelligence, and the

Sahara Shield managed

controls.
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it

Offensive Security

Red teaming, penetration
testing, vulnerability
mManagement, incident
response, and
compromise assessment
to find gaps before
attackers do.

3ls

Governance, Risk
& Compliance

Aligning you to NCA ECC,
SAMA CSF, Aramco CCC
and more — through
assessment,
documentation,

awareness, and advisory.

A

Professional
Services

Design, deployment, and
tuning of best-in-class
security platforms from
our certified engineering

team and global partners.
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B SECURITY OPERATIONS CENTER

Defense that never sleeps - operated locally

24(7/365

Continuous monitoring, threat detection, and
response from our SOC in Dammam - with full
disaster recovery and business continuity in Riyadh.

Local CST NCA
Saudi-national licensed operator  listed cybersecurity
analyst team vendor
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Operated around the clock by a highly certified local
team

Certified ISO 27001 & ISO 9001; cloud-certified ISO
27017,1SO 27018, CSA STAR L2 and PCI DSS

Robust setup with full Disaster Recovery & Business
Continuity in Riyadh

Audited for compliance with SAMA, NCA, CST, CMA
and SDAIA
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B SAHARA SHIELD

Managed security controls, fully run by us

Production-grade protection deployed, tuned, monitored, and maintained as a managed service - hosted in the
Sahara Net cloud and integrated with our SOC.

l‘\ ° ° o o . .

48y Web Application P Privilege Access =) Email Security

W’  Protection Management o]
Cloud WAF - continuous malware & Secure remote access from anywhere Advanced multi-layered email security
hack scanning - managed deployment monitor, record & trace sessions - - hosted in the Sahara Net cloud -
and tuning managed monitoring managed tuning

“1"  Anti-DDos Protection ° Managed Firewall [G1  EbRr

Service —

Cloud-based DDoS protection - Dedicated virtual/physical firewall - Real-time automated endpoint
continuous monitoring & mitigation - managed updates & configs - SIEM protection - cloud-hosted - custom
managed deployment integration response playbooks
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B MANAGED SECURITY SERVICES

A SOC working for you, around the clock

Our analysts collect and correlate event logs against live threat intelligence, hunting for intrusion and acting on what
they find - so your team can focus on the business.

O

Managed SOC & SIEM

24/7 log collection, correlation and alerting on your
defined estate.

MDR & EDR

Managed detection & response across endpoints with
automated containment.

Managed Threat & Intrusion Detection

Continuous IDS and threat detection tuned to your
environment.

Vulnerability Assessment

Ongoing identification, prioritization and tracking of
weaknesses.
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o

Threat Intelligence

Curated, contextual intel feeding detection and proactive
defense.

Advanced Threat Hunting

Proactive hunts for stealthy threats that evade automated
tooling.

Brand & Digital Risk Protection

Monitoring for impersonation, leaks and exposure beyond
your perimeter.
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B OFFENSIVE SECURITY

Find the gaps before attackers do

Red teaming and assessment services that test your defenses under realistic conditions - then turn findings into @

prioritized plan of action.

a Penetration Testing &
i‘ VAPT

External, internal, web, mobile and
source-code testing against your live
environment.

A Incident Response

Rapid containment, eradication and
recovery — with forensic root-cause
analysis.
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ﬁ Red Teaming

Goal-driven adversary simulation that
exercises detection and response end
to end.

f Compromise
Assessment

Hunt for existing, dormant or historical
compromise across your systems.

Q Vulnerability
Management

Continuous discovery, prioritization
and remediation tracking across the
estate.

) ’ Phishing & Gap
Assessment

Simulated phishing and control-gap
reviews to harden the human and
technical layers.
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l GOVERNANCE, RISK & COMPLIANCE

Compliance, made defensible

We map your controls to the Kingdom's regulatory
frameworks and produce the evidence to prove it -

turning compliance from a burden into an asset. Measure current posture against target frameworks
and quantify the remediation roadmap.

Assessment & Gap Analysis

FRAMEWORKS WE ALIGN YOU TO

Documentation & Audit Support

NCAECC NCA CSCC SAMA CSF A
& Policies, procedures and audit-ready evidence
mapped one-to-one to controls.
Aramco CCC PDPL 1SO 27001 MVC
CST .
Awareness & Advisory
e_0
ads : S .
av Security awareness, phishing programs and ongoing

consultancy to sustain compliance.
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B SECURITY SOLUTIONS

A complete defense portfolio

Beyond managed services, we design and deploy the full stack of enterprise security technologies - organized
across four domains.

E‘PE Network & Data Center

1  Endpoint & Identity

NGFW - IPS - SSL VPN - NDR - Sandbox - Anti-DDoS - Deception -
Vulnerability Mgmt

EPP - EDR - PAM - IAM - MDM - MFA - Patch Management

Application & Data

I Security Operations & Intelligence

WAF - DNS - Web/Email/DB Security - Cloud Security - SASE - DLP -
FIM - Watermarking

SIEM- SOAR - Threat Intelligence - TIP - Brand Protection
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B TECHNOLOGY PARTNERS

Best-in-class, vendor-neutral by design

As partners with the world's leading security vendors, we select and integrate the right technology for your
environment - never locked to a single stack.

Fortinet Palo Alto Networks Trend Micro F5
Wallix WithSecure Microsoft Cisco
Kaspersky Barracuda Acronis KnowBe4

Certified expertise across every platform. Our engineers hold vendor certifications across these ecosystems — so deployment, tuning and

support stay in one accountable team.
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B CERTIFICATIONS & COMPLIANCE

Built on accredited trust

Our SOC and operations are independently certified and continuously audited against the Kingdom's leading
regulatory and international standards.

* ISO 27001 * 1ISO 9001 * ISO 27017 * ISO 27018

Sahara Net - Cybersecurity Profile 1



B WHY SAHARA NET

One partner. Every layer of defense.

Fo

One accountable partner

Connectivity, cloud, data centers and
security from a single carrier-neutral
provider - one SLA, one team.

*

Regulator-grade compliance

Listed by the NCA, and audited against
SAMA, CMA, CST and SDAIA
requirements.
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°

Operated inside the Kingdom

SOC in Dammam, DR in Riyadh, and
data centers on Saudi soil -
sovereignty and residency by design.

<
S

Defense in depth

Protection from the network edge to
Layer 7 applications, identity and data
- under one console.

Always-on operations

24/[7/365 monitoring and response by
a certified, Saudi-national analyst
team that never goes dark.

] 4

Human-factor first

Awareness, phishing and red-team
programs that close the gap attackers
exploit most.
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LET'S SECURE WHAT MATTERS

Talk to our security team

From a focused security assessment to a fully managed SOC - let's
design the defense your organization needs to thrive toward Vision
2030.

PHONE 800 304 030 4

EMAIL securitypresales@sahara.com
BRANCHES Riyadh - Dammam - Jeddah
ONLINE sahara.com - @SaharaNet

Sahara Net - Saudi Joint Stock Company - Established 1989
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